WAGO~I/O~SYSTEM

Connect Ethernet-Controller to
TO-PASS web portal
via GPRS-Router 761-520

Application note

A301001, English
Version 1.0.0




ii * General

Copyright & 2009 by WAGO Kontakttechnik GmbH & Co. KG
All rights reserved.

WAGO Kontakttechnik GmbH & Co. KG
Hansastral3e 27
D-32423 Minden

Phone: +49(0) 571/8 87 -0
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Technical Support
Phone:  +49 (0) 571/8 87 —555
Fax: +49 (0) 571/8 87 —4 30

E-Mail: support@wago.com

Every conceivable measure has been taken to ensure the correctness and com-
pleteness of this documentation. However, as errors can never be fully ex-
cluded we would appreciate any information or ideas at any time.

We wish to point out that the software and hardware terms as well as the
trademarks of companies used and/or mentioned in the present manual are gen-
erally trademark or patent protected.
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4« Important comments

1 Important comments

To ensure fast ingalation and start-up of the units described in this manual, we
strongly recommend that the following information and explanation is carefully
read and adhered to.

1.1 Legal principles
1.1.1 Copyright

This manual is copyrighted, together with all figures and illustrations contained
therein. Any use of this manual which infringes the copyright provisions stipu-
lated herein, is not permitted. Reproduction, trandation and electronic and
photo-technical archiving and amendments require the written consent of
WAGO Kontakttechnik GmbH & Co. KG. Non-observance will entail the right
of claims for damages.

1.1.2 Personnel qualification

The use of the product detailed in this manual is exclusively geared to special-
ists having qualificationsin PLC programming, electrical specialists or persons
ingtructed by electrical specialists who are also familiar with the valid stan-
dards. WAGO Kontakttechnik GmbH & Co. KG declines all liahility resulting
from improper action and damage to WAGO products and third party products
due to non-observance of the information contained in this manual.

1.1.3 Intended use

For each individual application, the components supplied are to work with a
dedicated hardware and software configuration. Modifications are only admit-
ted within the framework of the possibilities documented in the manuals. All
other changesto the hardware and/or software and the non-conforming use of
the components entail the exclusion of liability on part of WAGO Kontakttech-
nik GmbH & Co. KG.

Please direct any requirements pertaining to a modified and/or new hardware or
software configuration directly to WAGO Kontakttechnik GmbH & Co. KG.
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Important comments ¢ 5

1.2 Range of validity

This application note is based on the stated hardware and software of the spe-
cific manufacturer as well as the correspondent documentation. This applica-
tion note is therefore only valid for the described ingtallation.

New hardware and software versions may need to be handled differently.
Please note the detailed description in the specific manuals.

1.3 Symbols

._I' ﬂ\'\-
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Danger
Always observe this information to protect persons from injury.

‘i‘ ", Warning
R I Always observe this information to prevent damage to the device.
‘i‘ ", Attention
R I Margina conditions must aways be observed to ensure smooth operation.

ESD (Electrostatic Discharge)
Warning of damage to the components by electrostatic discharge. Observe the
precautionary measure for handling components at risk.

Note
Routines or advice for efficient use of the device and software optimisation.

Moreinformation
References to additional literature, manuals, data sheets and INTERNET
pages
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6 « Description

2 Description

2.1 General

This application note describes how to transfer data from a WAGO Ethernet
Controller to a TO-PASS database by using the TO-PASS GPRS-Router 761-
520.

The focus of this application note points to the configuration of the TO-PASS
GPRS-Router and the programming of the WAGO Ethernet Controller for us-
ing it asa TO-PASS client.

« % B GPRSEDGE
N - g

To evauate the data you have two options:

One option is to use the sample database www.to-pass.com. It is described in
the manual m07610701000. The second way isto create your own database.
This option is described in the application note a301100.

2.2 Required material

Manufacturer | Part-No. Description

WAGO 761-520 TO-PASS GSM-Router

WAGO 750-871/-841 WAGO Ethernet Controller

Ethernet cable RM45

PC with CoDeSys and WAGO Ethernet Set-
tings

GPRS-enabled SIM card

2.3 Applications and libraries

Name Description

WagoL ibToPass 01.lib Library to use a Ethernet controller asa TO-PASS client
WagoL ibEthernet_01.lib “WagoLibToPass 01.Iib" includes functions of this Library.
SyslL ibSockets.lib “WagoLibToPass 01.Iib" includes functions of this Library.
SysLibTimelib “WagoLibToPass 01.Iib" includes functions of this Library.
SysLibRTC.lib “WagoLibToPass 01.Iib" includes functions of this Library.
761 520 _ToPassClient Ex | Example application including a visualisation

ample.pro
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3 Configure router

Important: At thefirst start of the appliance do not put the SIM card into the
Router. Otherwise the SIM card could be blocked by using the wrong PIN. If
the PIN of your SIM card is deactivated, you can put it into the appliance di-
rectly.

To enter the configuration menu of the router, your pc has to be connected
with the routers local network. Start the configuration menu by writing the IP
address (192.168.1.1) of the router into the address line of your web-browser.

To enter the configuration menu type: https://192.168.1.1

Netzwerkkennwort eingeben x|

? Dieze zichere ‘Website [auf 192.168.1.1] erfordert eine Anmeldunag.

eben Sie Benutzemamen und Fenrwort fur wWaG0 TO-FASS ein,

username: admin
password: wago

Benutzernarne Iadn‘nn

F.enrmiort I“““’1

[ Daz Kennwart in der Kenmwortliste speichem

(] % I Ahbbrechen

Later you can change username and password in the configuration menu at
point “Access’ > “Password”.

Application note ®
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8 ¢ Configure router

After registering, you are in the summary window of your router.

2} WAGOD TO-PASS - Microsoft Internet Explorer i 1ol x|
Datei  Bearbeiten  Ansicht  Favoriten  Extras 7 |
Gzurick ~ = - 2 . al | Gk suchen (S Faveriten @Medien ) | %vé
adresse @ hitps:/f192,168.1.1f j i Wiechseln 20
I % WAGD Kontakdbedhnil:
@ ® English ¥ GmbH £ Co. K&
e Hansastr. 27
131422 Mindem
INNOVATIVE CONNECTIONS ! A oo
E
Overview
Querview
b Local Hetwork
. External
EDGE/GPRS
S Alesd
b Security
b Access
» Maintenance
|
@ ’_ ’_ E Lokales Intranet v

For the moment, no connection is available. If you use a SIM card with acti-
vated PIN, enter the PIN at the point “External Network” - “EDGE/GPRS’.
Afterwards you haveto restart the router to put the SIM card into the device.
If the PIN of the used SIM card is deactivated, you can skip these steps.

7} WAGO TO-PASS - Microsoft Internet Explorer i B[] 5

Datei  Bearbeiten  Ansicht  Favoriten  Extras 7 |

dazurick - = - @) (2] o) | iQhsuchen [l Favoriten @Medien 4 | B S M

Adresse @ https:/f192.168.1.1}

j (o iechseln zu

Navigation

Querview
b System
b Local Hetwork
External
Hetwork
EDGE/GPRS
y Advanced
Seftings
b Security
F IPSec YPH
b Access
» Maintenance

WAGO

® English = wncg’“b“& to. K
TO-PASS® ™. " E
D-32413 Minden

Tip A wage comd

External Network - EDGE/GPRS

Password -“*“*

@ Fertig

’_ ’_ E Lokales Intranet &
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Configure router « 9

3.1 Local Network

Under the point “Local Network” - “Basic Settings’ - “Local IPs’ you have
the possibility to change the internal 1P and the subnet mask of the router. You
can define additional 1Ps under which the router is available in the local net-

work.

2} WAGO TO-PASS - Microsoft Internet Explorer

Dakei  Bearbeiten  Ansicht  Fawvoriten  Extras 7

=8l

Gk - = - (G at | Qi suchen  [GFaveriten iMedien <4 | BN 5

Adresse @ https:ff192.168.1.1f

j (o iechseln zu

wAaco

Navigation

Querview
» System IP Addresses
w Local Hetwork

Basic

TO-PASS®

Local Network - Local IPs

Hetmask

I - WAGO Kontalitednil:
English = GIbH & Co. K&

Go Hansasir. 27
D-32423 Nomden
Tiip Ay wage comd

¥ Settings

P
-1 9216811

.-255.255.255.0

I

Local

P
OHCP
OHS
Advanced
Settings
» External
Hetwork
F Security
b IPSec VPH
b Access
b Maintenance

Reset

|@ Fertig

’_ ’_ E Lokales Intranet 4

Therouter is able to work as a DHCP-server to assgn addresses autometically.

This function is disabled in the described application. Therefore the other net-
work devices of the routers local network (PC and WAGO Ethernet Control-
ler) have constant | P-addresses.
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10 « Configure router

3.2 External Network

Under “External Network” - “EDGE/GPRS’ you must enter the credentials
of your SIM-card provider. These include username, password, PIN (aready
set) and APN (Access Point Name). The APN is the gateway from the GPRS-
Network to the World Wide Web.

2} WAGO TO-PASS - Microsoft Internet Explorer N -0l x|

Datei  Beatbeiten  Ansicht  Fawvoriten  Extras 7 |

Gzurick + o= - 12 at | @hsuchen  [FFavoriten  FfMedien ¢% | By =]
Adresse IEhtt|:|s:J‘,|’192.168.1.1,1l j @Wechseln zu

F WAG O Konaaldbechnik

L ® Eng“Sh = GibH & Co. KG
NGO - [Go| =
INMOVATIVE COMNECTIGNS D-32423 Mo

Tip /A wage cond

External Network - EDGE/GPRS
Querview

F System

¥ Lianaring [ vsememe | P

External

" Wetwork I N
soncea = N
» Advanced
Settings

F IPSec VPH
A, [save | [ Reset
|&] Fertig [ [ |5 |8 Lokales Intranet 7
Examples for provider settings
Username Most providers don’t use ausername. In this case use “guest” as
username.
Password T-Mobile: T-D1
Vodafone: d2
APN T-Mobile: internet.t-mobile
V odafone: web.vodafone.de

o Application note
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Configure router « 11

3.3 Security

Under “ Security” - “Packed Filter* you can change the firewall-settings of
your router.

@ WAGOD TO-PASS - Microsoft Internet Explorer = E||5|

Datei  Bearbeien  Ansicht  Favoriben  Extras 7 ‘i

= Zuriick v o= - @ 7 ‘ @Su:han [#]Favoriten @Medien 8 | %v é
Adresse@httns:”wz‘ls&l.li | @werhseln 2u

- | WAGO Kandalatechnil:

wAaAGD TO-PASS® et

Titip /A wago com)

Security - Packet Filter

Overview
b System Firewall Rules {Incoming)
b Local Hetwork
External Protocol From IP From port ToIP To port Action Log

13
Hetwork
w Security IAH ;mIU.D 0.0/0 IIANY IIU.D 0.0/0 IIANY IIACCEpl 'II

Packet Filter

Forwarding
Advanced
Settings
Firewall Log
b IPSec VPH
b Access Protocol From IP From port To P To port Action Log

F Maintenance
IAH LEIU.D 0.0/0 IIANY IIU.D 0.0/a IIANY IIACCEpl '!I

Log Unknown Incoming Connection Attempts

Firewall Rules (Outgoing)

Log Unknown O’mgding Connection Attempts

4 | of

|@ Fertig ’_ ’_ E {2E Lokales Intranet 4

Incoming: With these settings you can set the rules for incoming | P-packets.
Data source is the sender of the | P-packets. Aim of datais the |P-address of
the local application (Ethernet Controller). If you choose “0.0.0.0/0” and
“ANY”, data from any addresses can pass by. The firewall is deactivated.

Outgoing: With these settings you can set the rules for outgoing | P-packets.
Data source is the local application. Aim of data is the Web-Portal. If you
choose “0.0.0.0/0” and “ANY” data from any addresses can pass by. Thefire-
wall is deactivated.

The required ports are described on the next page.

Application note w ®
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12 - Configure router

Under point “ Security” = “Port Forwarding” you have to decide, on which lo-
cal network stations (1P, port) which incoming | P-packets will be diverted.

4} WAGD TO-PASS - Microsoft Internet Explorer

=101 |

Datei  Bearbeiten  Ansicht  Faworiten  Extras 7 |

Gzurick - = - (G ﬁ| Qsuchen [lFavoriten  GMedien £4 | - S
Adresse I@https:ﬁlgz.lss.l.lg’ j @ Wechssln 2u

WwAaAGo ~ TO-PASS® . TTHER

D-32423 Mimden
‘Thdip /A wage comd

Security - Port Forwarding
Overview

) System Forwarding Rules

» Local Hetwork

b External

Destination Forward to

etk Protocol Forward to IP port Log Mew

port
+ Security ITCF' ;ﬂISU I|192.1 69.1.30 IISD II Mo v“I Delete I
Packet Filter

Port
Forwarding

Settings
Firewall Log
b IPSec VPH

b Access
» Maintenance

@ Fertig ’_ I_E (2 Lokales Intranet 4

To communicate with a Web-Portal it is necessary to forward port 80 of the
incoming data to port 80 of the local application.

o Application note
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3.4 Verifying the connection

To check the GPRS-connection of your router, change to the window “Over-

view".

2} WAGD TD-PASS - Microsoft Internet Explorer B -ol x|

Datei  Bearbeiten  Ansicht  Favoriten  Extras 7 |

Gzuick + = - G ' ﬁ | Qisuchen (3l Favariten @Med\en @ | %v =
Adresse @ hitps:{/192.168.1.1 | @ techseln zu

I ; ,Iwacoxmmlmm

w =n® ® English GmbH £ Co. KG
‘ - -Go Hansasir. 27

. D-32423 Minden

it /A WA gD Com

|»

Overview

Overview

¥ Local Hetwork

b External

iy | ocomeeton |  EDGE |
Connection EDGE
- Security
Port
Forwarding Assigned IP 172.22.19.0

Firewall Log
b Access
b Mantenance Remote s I .

@ Fertig ’_ ’_ E Lokales Intranet

=
4

The value “CSD Dial-In" should be greater than 11. In addition you can check
the I P of your router in the external network.
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14 « Configure TO-PASS Client

4 Configure TO-PASS Client

4.1 TCP/IP preferences of the Ethernet Controller

Connect your PC and the Ethernet Controller viathe programming interface of
the Ethernet Controller. To change the necessary settings, open the program

WAGO Ethernet Settings.

E5 WAGD Ethernet Settings ™ o ] ]
IrE]=| . @
iZW  WAGO Ethernet Settings W Eu
; Yersion 4.5

NNV T COWMEC TAONS
i T i
B M T s d& | W
E xit Bead write Restart Drefault Extract Earmat COME
750-871, WAGD SerialModbus-FEC
Protacol | SNTP | Etherhet/IP |
Zammmon TCP/IP l Metwark. Identification ] Real Time Clack ] MODELS ]
O Addresses From: | - ‘ () Lse following addresses:
IP-Address: | 192 . 168 . 1 50 Call WEM
Subnet Mask: I 55 . 255 ., 255 . (O
Gateway: | 192 . 168 . 1 1
Prefered DNS-Server: | 192 . 168 . 1 1
alternative DMNS-Server: | o . 0o . 0 a0
‘ Connected device successfully identified. ||.......... |

Now you can set the IP-address and the subnet mask of your Ethernet Control-
ler in accordance with the settings of your local network. To connect to the
World Wide Web, the controller uses the router (1P of the router) as gateway
and DNS-server. After changing the described settings, save them with [Write]

into your Ethernet Controller.

Whether the Ethernet Controller is connected with the local network, you can

check with a“ping”.

wAaGo'
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4.2 Ethernet Controller as a TO-PASS Client

With the function block “TOPASS_ClientBasic” of the library “To-
PASSLib_01.lib" it is possible to use a WAGO 1/O Ethernet Controller asa

TO-PASS Client.

Open the application ,, 761-520_ToPassClient_Example.pro“. This example
uses the function block which is specified above. The visualization of this ap-
plication allows you to make all important adjustments.

Program:

| -4 CoDeSys - WagoLibToPass01_Yisu.pro - [PLC_PRG (PRG-FUP)]
% Datei Bearbeiten Projekt  Einfilgen Extras Online Fenster Hilfe

=T
5l x|

. %lﬁ; El |@‘.di% él@l 4 |gg&gﬂ.j m 01 =) 2 L o e |

! 0001 |FROGRAM PLC_PRG =
{3 Bausteine 0002 [VAR
@W 0003|  TO_PASS CLIENT: TOPASS_ClientBasic;
0004 sIP: STRING(S0) :='www.to-pass.com's
0005 s3kript: 3TRING(S0) := 'wago/savedata¥Zl.php':
0008 sDewvicelD: STRING(S0):='tesc 001';
aoo7 xEnable: BOOL:
Qaoos xDatabvailable: BOOL;
anog tInterwvall: TIME := t#l0m:
oolo
001l arial: ARRAY [0..7] OF EEAL;
001z axDI: ARFAT [0..7] OF BOOL;
0013 aridnalogiw: ARRAY [0..7] OF REAL: -
LT N i
000l

TO_PASS_CLIENT

TOPASS_ClientBasic

¥Enable—xFEnable
i sIP—4sServer
s3kript—s3cript
ghevicelD—sDevicell
tIntervall—tCycleTine
arAI—ardIValues
—asAllnits
—axAThlarnFlags
axDI—+axDIValues
—axDIAlarnFlags
—awtodbushata
—pstTopassBuffer
xDatadvailable—Responselatalvailahle =

sitatus;
udiCountiuccessi—udilk
udiCountFailedi—udilok
dtlastiuccessfuli—dtLastik

dtlastErrori—dtLastiok
dwlastError—dwulastErrorkKey

slastError—sLlastErrorText

aral0Valuesi—arinal ogsw

axD0Valuesi—axDigital 3w

sitatus

<l |

3

B.EIEIR] |[[a

e

[ONCNE [TE [CESEN

The function block handles the communication between Ethernet Controller
and Web-Portal and provides information about the actual connection.
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16 « Configure TO-PASS Client

In the visualization, you can vary two digital and two analog variables of the
local application. Furthermore it shows the state of two digital and analog set

points from the Web-Portal.

4, CoDeSys - WagolibToPass01_Yisu.pro* - [visu]

[ Datei Bearbeiten Projekt Einfiigen Extras Online Femster  Hife

=lolx|
=18]x|

e IRE e e

3 Visualisisrungen

Enahle |

‘Sendeintewall:T#1DmDsts |

‘IP-Adresse:W\t\w.to-pass.com

| [Device ID:test_om1

‘Skript wagolsavedata¥21 php

‘ Status

‘IeizterFehIer:

‘en’ulgreich. i}

| |n. erfolgreich: 0

A1_1:0.00

TO-PASS --= Server

A1_2:0.00
DI

DI_2

Server--= TO-PASS

A_SW_1:0.00
A_SW_2:0.00
D_SW 1 O
D_SW_2: O

Skripte:

- wagofsavedataW21 php --= bei Verwendung des Web-Portals to-pass.com
- MyToPassDhisavedata.php --= bei einem selbst aufyesetzten YWeb-Portal mit Hilfe der Yorlage
(der Ordnername "MyToPassDh" kann je nach eigener Bennenung abweichen)

BEEE]

[DNLINE: 132.168.1.20 [SIM [LBUFT [BF [FORCE [UB [LESEN

Settings of visualization

Enable Enables the function block “TOPASS ClientBasic”

Sendeintervall Repeat-interval of transmission

IP-Adresse/lURL Fill in the IP-address or URL of the used Web-Portal .
By using the public Web-Portal : www.to-pass-com
By using a custom Web-Portal :
External IP of the web-serversrouter.

Device ID Name of the TO-PASS Client

Skript Used data script on the Web-Portal:

- ,wago/savedataM 15.php* (public Web-Portal
www.to-pass.com without the possibility of using
set points)

- ,wago/savedataV21.php* (public Web-Portal
www.to-pass.com with the possibility of using
set points)

- Byusing your own custom Web-Portal look at
a301100.

wAaGo'
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